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1. Overview 
1. The Internet of Things (IoT) refers to billions of connected devices that are capable of remote 

management and control. These devices connect over a variety of technologies and protocols. 

2. Traditional estimates suggest some 24 billion IoT devices will be online in 2020. This is up from 

an estimated 4.2 billion last year. Estimates vary, but about 47% could be associated with 

enterprise usage, 32% in government, and the rest in consumer markets. 

3. Most IoT devices are computers. However, IoT devices should also include sensors which will 

likely proliferate even faster.  

4. IoT is a misnomer as many IoT devices do not use the Internet.  

5. The networking challenges associated with IoT are relatively simple. The larger challenges lie in 

power management, costs, security, storage, reliability, and management.  

2. Ethernet 
1. Ethernet is the standard networking model for the Internet, and is usually paired with the 

TCP/IP protocol. It is a standard specified by IEEE and the Wi-Fi Alliance (wireless).  

2. Ethernet has relatively high power requirements, thus best used for wired IoT devices. 

Examples of Ethernet connected items include PCs, smartphones, and televisions.  

3. Ethernet overs high-speeds (up to 100 Gbps) thus the connectivity suitable for video. Wi-Fi runs 

up to 600 Mbps. 

4. Although Ethernet may not be appropriate for all things, many connected devices ultimately 

get to Ethernet via a gateway product or service.  

3. ZigBee and Z-Wave 
1. Each is controlled by their own alliance; ZigBee Alliance and Z-Wave Alliance. Both offer 

relatively low power networking suitable for short range (<100 feet) wireless communications.  

2. These are mesh networking technologies meaning the devices use a decentralized architecture 

and talk to each other instead of a master router or hub. Each new device on the network adds 

and expands the network, and there is no single point of failure in a mesh network.  

3. ZigBee is open, and frequently customizations cause incompatibilities across brands.  

4. Z-Wave is proprietary (owned by Sigma Systems). The Z-Wave Alliance ensures interoperability.  

5. Both are commonly used with consumer devices such as SmartHome products.  

6. ZigBee runs up to 250 kbps and Z-Wave runs  up to 100 kbps.  

4. Cellular IoT Technologies 
1. 3G/4G/LTE is managed by the International Telecommunications Union. In ideal conditions 

signals can reach up to 20 miles, though most city users are within a mile of a tower.  

2. A key aspect of cellular solutions is the ability for a device to renegotiate with different towers 

as coverage conditions change.  
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3. 2G cellular uses lower power and broader coverage, but at slower speeds. It is more suitable for 

simpler IoT applications though some providers are decommissioning 2G.  

4. 3G and 4G cover nearly 60% of the world.  

5. Cellular solutions are ideal for IoT devices that move over large areas such as connected cars. 

AT&T is the largest provider for connected cars in the US.  

6. High power usage requires that mobile devices have large batteries and/or generators.  

7. LTE data rates are as high as 100 Gbps and improving.  

8. Cellular is relatively expensive, but providers are becoming more accommodating to IoT devices 

with low bandwidth or priority requirements.  

5. Other Networking Technologies 
1. Thread: Open Standard by the Thread Group. Runs on the same frequencies as ZigBee. 

Optimized for consumer home applications. Thread runs as fast as 250 kbps.  

2. Bluetooth: Low power, short range often associated with smartphone accessories. Bluetooth 

Low Energy (BLE) is frequently used with sensors or beacons. The Bluetooth Special Interest 

Group overseas Bluetooth and is developing a mesh capable implementation. Bluetooth 

supports data transfer rates as high as 3 Mbps.  

3. Near Field Communications (NFC): Often used with smartphones for secure, contactless 

payment systems. Enables devices to exchange information at close range (typically < 10 cm 

apart) and supports data rates up to 420 kbps.  

4. IPv6 Low Power wireless Personal Area Network (6LoWPAN): An IoT-optimized 

implementation of the Internet Protocol. It is routable and supports TCP, UDP, HTTP, and 

websockets, and other Internet protocols. It shares many Internet features including 

encapsulation, header compression, and independence of frequency and physical layer.  

5. Low Power Wide Area Networks (LPWAN): Designed for large geographic coverage with low 

power. Similar to cellular in terms of range and star (tower) topology. Fits between Wi-Fi and 

Cellular in terms of cost and range. There are three popular implementations:  

A. Sigfox: Popular in Europe. Uses the ISM, unlicensed bands. Sigfox supports speeds as high 

a 1kbps, with a range up to 10 km in cities. Power requirements are very low and batteries 

can last years.  

B. LoRaWAN: Supports speeds up to 50 kbps with a city range up to 5 km.  

C. Neul: Can use TV spectrum that is becoming available as broadcasters move to digital. 

Very low power requirements that can reach 10 km at rates as high as 100 kbps.  

6. Opinion 
1. IoT networking is very broad. The market will divide into separate networking technologies 

appropriate for specific use cases and vertical applications.  

2. The emerging challenge in IoT Networking is not connectivity but management. Several 

consolidators are emerging to simplify management of devices and networks (Cisco Jasper, 

Aeris, Kore…). Physical IoT gateways and concentrators are emerging as a new product category 

(HP, Dell, …). Most innovations over the next few years will occur in these areas.  

3. As our world becomes more connected new products and services will deliver significantly 

enhanced and personalized experiences.  


